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unrestrained distribution of contents while 
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15 i:i:Sr#mtt-S„ 

It^Jc: J; t) ^ tbfc 7 ir jcMi-S ^ffiJbt?a'lt^^ffit#-r S ^ 2 
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I2i2(i, mi(D^ 9^t:^ h(Dm^^7f:-r-:fu >y:i/mx^h?>o 

msi-ts mKD'i^ y^T:^ Y(0^:yT^^y(0^t?^^n^ K^a<^IJfcBJi-S 7 n 

5 — h"efc5o 

m 5 ft. HI 4<??;^xy:/s 2 6 f;:*5ft-5:7;^— h <7)0'J^^i-|ll"T?fe5o 
HI 7 ft. HI 6 (^;^X';/:/S 4 3 (^7^ir>';^St#^t[!!S(^f¥jNBSr^8^-rS7 n- 

10 ^-r— b"efcSo 

HI 8 ft. 7-r-fe>';^<^^^^^i-|iiT'fcs„ 

la 9 ft. HI 1 <75 7■i'•fe^^;^i^— /^(^7-i'-fe^^;^li#t<7>«];aiSrlftK-t-5:7t3— ^ 
lai Oft. ja6(0:^-r i/'T'S 4 5 ^::*3^■t5 7'1'^r^;^IEif^^l^a<Df^^<l:m^i- 
Hli itt. HI 1 c5^-ri?^;^-y— ^•<<D7-i'ir>'^Mi'f^S^mPJf 6:7 p— ^ 

Hil2ft. =aE--<D«l^<SrUL0J-t-SHlT*fe5c 

20 Hli4ft. y—Yh^^^4:^(onZ>'(0^'^m^7§^^^-Q^^^ 
HIl 5 Aft. W^{t:=3^->^n ^/iJ'i^fll^SrtJiigi-SHI-C'&So 

Hii 5Bft. ^m^^—-f^v^(om^^m^-t^m-^^^. 

HI 1 6 ft. W^ik^-yn s/iJ'(^^lJ^^U£B^-rSiaT*fc5„ 

ig 1 7 ft. ^•^{^^'-•fvL y ^ <Dy ^—-^ y Y (Om^fri-tW^h^. 

25 Hiisft. ^m\^^—'f^y^(o^^(Dmi^^m.m-t^m-^-h^o 

Hll 9 ft. DNK Sr^V^fc3 :/7">':y<^)^-^^S^15i8gi-'5HI-efc6o 
HI 2 Oft. W^ik^— 5/^(D^!l^^^-ria-t?feSo 
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15 03 3fi. iJ^ ^-YTi^ ^07^■fe:^^:^^V^:^t)^S<lrftt|gi-57a— h 
1214 ofi, =2 vv^^-^y^ar— (DBt-^>fb<0^!j^;^i-|2lTfcS„ 
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1214 4 '7^^:y:^(0'f-=^y'!^Tt7 Y ^^ntz.^ ^ ^ T ly V (D^^^m^m. 
04 5f:i, ^(D^ ^ ^ T ht^hy ^ •^i^:^<D^ y ^ ^ i^t:^^ ^ ^ =7 ^ T 

10 >Y<D^m^m.m^^y^—^\—vxh^. 

04 7fi. MAC (D^m^tmrn-r^mxh^o 

15 04 9 ICY ^^^-(Dm.<Dw^mim^mm't^mx$>^o 

05 0 Afi, lCY\:iJ:^9^-^:yp^(D=iii°—(DW^^mm-ir^mxh^o 
05 0 Bfi. ICY\cX^y^±:y:^<D=i\i'-(DWm^mM't^mxh?>^ 

ms n-^, 9^±>':^(D*$^m^^mir^mxih^. 

-t-ix h 2 if'^-TT^hl-l, 1-2 (SXT. ^ti.h(D^ "7 ^ T >- h 



wo 02/080067 PCT/JP02/02959 

6 

Il|2^::joV^T. CPU (Central Processing Unit) 2 1 {i, ROM (Read 
Only Memory) 2 2 ^^:|B1t$I^TV^S7'^ A, * /cli|2lt$P 2 8 d> 
RAM (Random Access Memory) 2 3 Jc: n — K $ tb^t •:fxi^yK \ZM: o T# 

10 m(Dmm^Mn-r^o ^4-^2on. t^-B#l^Jf^^^TV^, B#^]tf#^cpu2 itc 

#t^1-S„ RAM2 3te:(i*f::. CPU 2 1 :as#@(^*!]!S<^^^Ti-5±^^:*3V^T^^^^ 

jfex - ^ ^> ji:i:fait ^ 5 „ 
tLTVN5=«:/-7":/:y7=-i?^m-^i-5«!.ss:tT9o 3— 7^5/ ^^2 5 1*. m^i-t. 

15 ATRAC (Adaptive Transform Acoustic Coding) 3 l^T :yy^ 

— ^^^>'=i— Kb. AW:^-1' ^'iJ'^:^ — ^ 3 2^:^bT K7-Y7'3 0{^^i^$ 
tLTV^5^^ft:^^y 4 4(::^^L. l2^$*So fc5V>{i^fc. =«— x^/iJ^lfP 
2 5f:i. K7-Y>^3 0 5r:^bT^^#:p«^y 4 4 J;«9^^ttibfc. oi^-rr-K^ 

20 ^^fls:^^y44fi. -^J;^*!. mW) ifl^: J: 

So 

CPU2 1, ROM2 2, RAM2 3\ -^-fb^-^lfP 2 4 , J;t)«=i— y^'^y i^lfP 
2 5(i, ^'•^P^ 3 1 ^:n^bT;|=S5:^^:g^^^tl.TV^S„ d <D>'-^;^ 3 1 iCft* fc. AW 

25 AW;'D>r :^ 3 2 =3^^— Ji?- K. i o ^^j; 6 A;':jg|5 2 6 . 

CRT. LCD J^eif i 19 ;fe-5-7^>f ;^:/l^-r> Mt>l3i;^ ;;57/i<!f J; t) >^^-5m;'j^ 2 



wo 02/080067 PCT/JP02/02959 

7 

5 mmjf>{ iJ^ 4 1 . ^T^V ;^ ^ 4 2 . %mMrf>{ ;^ 4 3 . ^v^^i^^^^s:^ ^ y 

^'iS'— h 2^:^b-C=I^^■r:/!y1^— /^'3icT^-fe->^$i^5„ ;^ ■T' 5/ S 2 

i:s CPU2 1ft. r<Dit^1t^>Srgft5t»5. iiltlFU 2 9;i^^, h 
20 2^^UT = :/x>':yi?— ^<3tc, it^$ttfc3:/x>':y<lrji^-t-5o 1114(7)7 

cpu2i}i, Sffi^2 9^in^bT. ;i<^=3:/x>':y-7="— cJ^^^m-T'Six 
5/:^s 4fij3V>T> ^ollt■§->^k$tLTV^5 3:>'■r:/:y7^— :^^|Bitgl5 2 8 
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h 2/6>bii<tlf|5 2 9 ^iO^LTi^ ^^T^hlX^ T ^ ± y^^^n ^^X-Wmi^. 

;^-7^s/:rs 2 3 ^^:*5V^-r. = 3 o CPU2 i (i, IBltSP 2 8 

10 IBtt^^TV^5 >x:/:y7=^— iJ'f^cf'/i^f?, 5':7's 2 2 coAn;-gT'^>9 aZi^ti. 
/clt^TJi^^nfc^^x:/^^^^^^^-^ CPU2if*, ;^X5'7'S 2 4te:jo 

IBlt$P2 8 ^^l|e^t$;i^TV^S=I:/7^:/:y7^— i$r{i^ =,^^vy^lfP2 5 in J; t) s 
15 UEJr: ATRACS;^^^;! J; «9^>'='— K^tLTV^5<Z>-es ^.O^i^^a— K$tLTV> 

J^&*5> t>*>5^^ falttl5 2 8tc:^feilt-§-^bb/c^^tliT'=':^7">'5^-7^'-^$'>^iBlt 

20 ^tz:, ^^T^^'TT's 2 5 ^^::}av^T. =« 3 o CPU 2 1 Bt-^-fl: 

EKB (Enabling Key Block) ^ Kekbc (Kc) ) = >'5'^^IJffl-t--5<?3 
25 y^S 2 6 ^C*3V^T. ='i^-r:/5'i^— ^^3 <D CPU2 1 f*^ :^7^ iy^S 2 4 
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5 :i(D-7 ^—-^ly hn. (Header) hy"—^ (Data) h\Z.^'Om^-^^'^. 

^y^\Z.n.^ ^^yr^yy^^ (Content information) . URL (Uniform 
Resource Locator) , 7'l'ir>';^ID (License ID) ^ ^ ^) :y 'if 

^yi7 i^mt^—y^y^) (EKB (Enabling Key Block) ) *3J:tJf. 
EKB y^l>fe^J^$tLfc=3f--KEKBc^ffiV^TBt■^'^t;^;i^y^:=l^^v" v:y^— Kc t LT 
10 Ot"— iS'KEKBc (Kc) ^J^lBK^ti/TV^So /ijb\ EKB ^c:oV^T{i^ HI 1 5 A jo 
Xnmi 5B^#MbT^ilii-5o 

^^it!3'J-rS/ci6(DMHt^^ LT<^=i:/7">':y ID (CID) , ^(D=i>'y'>'y 
15 URL«. '^^'^:y:^lD-X?m.^^tl^9-(-^l^y^^WL^^-t^t^Ti!7'tP>-r 

20 x-iJ'fi. ^M(Dm<D9^-^i[:^\=t y^ (Encryption Block) Jcj;t9^»^$n 
So ^Bt-^-fk^^n 5/j5^fi, ^-V-Y/W-^^ h/i' (IV (Initial Vector) ) . 
K (Seed) . ^ XXf=i l^T-^yT'—-^ ^^—K'c-Vm^iti.tcf-'^ 
EK'c(data) J: $ V ^ S „ 

25 $ti.?)mSeed5r^^^;/v^^Mmfre:3ifflLT^t^$ti.fc'(iSlc j; >?«fife$tLSo 
K'c=Hash(Kc,Seed) 
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y(=L^y^jl.^^ b /HV v^— K Seed (i> ^Bf-^'fbt/n y i^^tc^/^-S^Klc 
5 TfT:}:>ti.S CBC (Cipher Block Chaining) K"efTfc>tb5o 

CBC^— y^o^m-t. s^<^8/^-r h(D=iyy'>'^yy'—'$'^m^'<[:-r^t^, 

10 CBC^— Kt^J;5Bt-^'fl^^fT5 r <b-C. i o(DBt-^{h::/n 5/ ^sjlifgg^ 

ffi^i- S i Bjfg ^ T^jr <5 „ 

>^^iy:?'s 4 1 ^::*5V^T. ^ T^- h 1 <^ CPU2 1 (i, 3.— jf;asA;^§|5 2 
6 ^^f^i-5::^;-T?fi?i^bfc3i^7^^^>>(Z)|^gij'|f^ (CID) ^^#-f^o 

25 ^U-C. CPU2 1«, ='i^7":/5';$5Jg:^$tt-5i:s ^<D=i >'rl^y\zn^^.i- 
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^m^o ^o^'T-fe^';^ ID la 5 l3:;^^tT.6 J: 5 nf-^'fli^HTV^^ = >- 

:^'r ^y:fs AZKm^. CPU2ifi, p^T A i-Q^^^hMz. 
y-f-fe^-:^ ID tc*r^&-r6 7-r-fev;^/6S, ^ ^^T>' h 1 i9gElc:|fe#$^, 

10 *fcfi. ^y^^S 4 3 ^^:*3V^T. 7 -fe ^x?.:^#^a;6s^fT$nfc^ms ^-Y 

CPU2. :^T- y-^S A b\:im^. ^ "fe >;==.MfT^^^lltTi-5<, r<^7 
20 S4 6(3:ili^, CPU2 1fi, Bt-^'fk$tLTV^5 3i^7"V^^7^— i5?^|altlfP2 8 

/ii=»b^i^tUL. RAM2 3 Jdl&iJrt^-frSo ^bx. ;^7"s/:?'s 4 7^^:*5V^T^ 

CPU2 1{i:, RAM2 3 tciait^ti.fclit-^'fb-^n 5/:^^(7?x — ^J'^^ lll5(Dy^— ^ 

25 ^^^-rV^/J^r— Kc ^#^;^fe(7:':fti!|s:^J{i. EI 1 5 A*5j:tJf|gIl 5 B^#R§U 
-C^5dli-t-S:6S. x^-^'l';^y — K=3f— (DNK(Device Node Key)) ^>^V>-C. 
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7^— i?KEKBc (Kc) m5) t^h. =^:yy^:yry^—Kc Sr#-5 w i:35S-e#5„ 
CPU2 1f:i, ^bt-^ v^X5/:7'S 4 8 {CioV^T. Bf-^-fk^-^SP 2 4 JJl J; «9 ^ 

5 T. =''-X5'i5'^fP2 StCct 19 7^=1- K$^fc7^-t5^^, CPU 2 1 fi, 7<mt!^ 
t\:i^y)^ ])—yiD. DNK(Device Node Key). ^y>(T>hl (Dm^m • 

1 2^#RgLT^aa-r5) „ 
20 ^ir^^;^ ID Id^jtS^-rs URL HI 5 iJ^jJi^ b^^-r-So -ba^bfcJ: 

6 2^j:*5V>T. CPU2 1Ji, ;^7"5/:7'S 6 1 -C]5l#Ufc URL lcri^ir:5^i-5o 
A*t:6tJlJ:f*s ii^$|5 2 9 JdJ; tJ ^-5/ h 2 S^:^^UT7-1'•fe:>';^i^— /-^ 4 J;: 
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mv^-t^m 9 (D:^Ty':^S 1 0 2) o CPU 2 1 {i, ^ (Dl|:^^|±l;^j^ 2 7 <D 

CPU 2 If*. ^^T^s/T'ses, S6 4^^:^oV^T. A:tjU2 6t^bAt)^tirc 

CPU2 1fi, ;^Xiy7"S 6 5 ^;l*5V^T. iiftlas 2 9 ^^J# Us Xti-^fltz.=^— 
if ID <^/^°;^!7- K. ^-f-fer^^^t^J^if^. 5tfetJ«t::if-if:^7*-^ 
10 td-^^iL^S y — :7 ID ^-^ti'^'l'i?^';^^:^^. -r ViJ'— ^-ix b 2 Sr:^M.T7-r 

7-Y-fer^>^f— /•^4tt. EI9 ^#R^LT^ai&-rS J; 5^21. :3Lw-if m /n';^^ !7 

7-S10 9) *fc(i. ^^^;^Wc$n>'^v^m^^c{l, v^±i^:^^mm\^x 
15 r^^j:v^ (;^7"5/:/s 1 1 2) „ 

x^T^ 5/:/s 6 6 ^3:*5V^T. CPU2i{i, 7'i'i?:/;=^i>-— 7-i'-fc>'^ 

20 CPU2 1f±, Psy' y^S 6 8icm^s ^7 -^S^^fri-So :Rft:6<J(^tt. 

CPU2l«, =:/x>'?'^fiJffii-5fc«6<7)7-1'ir>;^;Js#fetT.?^jiV>0-e. =1 V 

j!^A_hoj; e> i3:bT. ^-r T^' h 1 fi. =^:/7"v^^7^-^$'^c#|siuTv^:5^ 

25 ■rs:i,t;dS^tg^J^^5„ 

lll7<D^-rir^p<.^#AniSft, #3-— if;6S=i VT^^^y^St^-rSmifJ:. 
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5 ^mfa^'^'-y^-YnW. ^(Dy^±>^:^\cm<5\,^X^ =il^Tl^^y^=i\f—t^ 

r^Vm%^. ^(^^-f ^ri^;^^cS<5v^T. ^^-T^^^y^ CD-R fc|2lt-t-6 ;i ir 
:65T#S*ifiJH PD (Portable Device) t;:=i "TS ;i *5 oTtfe/ilHll^. ^-f 

10 -t-|f^:05'a*tL6o 

liI9<D7n— '^^^ h<|r#figUT> H 7 7^ T^' M (^^-fir 

15 ;^X5/:7'S 1 0 1 ^^:*5V^T. 7>r-fe>';^f— ^-^4 <^ CPU2 1 ^=7^T:y 

El 7<d;^7^5/:/s 6 5 o^ST. if ID ^/-^^^ ^7— h\ y— :7 
20 IDllfet>*{c^-r-fe:/;^it^'lt# (y-Y-fer^^;^ ID) 7i)Sigm^nT#y5i<i; ^-f-fer 
/<C4<^ CPU2 1 fi. jift§P2 9 ^;^bT;mi^§:ftb. I5i»3 5itp^a 

^UT, ^^4(Z> CPU2 1 fi, ^ 7^5/ IT'S 1 0 3t^*5V^T. ii 

ftlH5 2 9/&^e)^t^i^«-/-^5tc:T^-fe;^ if ID li^^:^V—Y\z.m^.-t^^ 
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1 0 4 ^C:*3V^T, /^4<^ CPU2 1 Ji, ^^ih— 

2 8 ^CfBti^ttTV^S^>r-feV;^f:i, fcfj^i^CJb^'l'-fe:/;^ ID. z-^— v^aV, 

10 ^^^ifeBBt. w^^P5^<^'lt#;6S|237ii$tLTV>;5o ;^X5/:7'S 1 0 6 ^cjoV^x. 
CPU2lfi, ^(D7'<±:^:^1,^^mvtiV--^ID^^M-t^o ^fetcis :^7"'y 
:?^S 1 0 7j::4oVNT. CPU2lfi, >yys l O 5X-mi^^ititi'7^-^:^:^ 

15 ^^^>>ffijt$^^TV^s^ffi^#^^:ft;(JP$tLS„ CPU2it*. iitRl^tLfc^ffl 

^14^ ^ ^ -r ir >^ d #;!jqi- ;5 o 
;=^X5/:7"s 10 8 {^:4oV^•r^ CPU2 i i-iv^-t:y^-i—y«Dm^i^K^ ^ 7 

20 isfetc, ^7"5/y^s 1 0 9 jcii;^, ^^4© CPU2 1 

xf-fei/:^ (^8 <lr. ii^tlfP 2 9 ^O^b-f ^^5^-^ y b 2 

;5<.7^5/:7's 110 ^cjoV^T7'^^r>';^f— ^■^4(^ CPU2 1 (i^ ;^x5/7's 1 

25 xiy:7'S 1 0 2<7?^ai?^<9i2k*tt]/t:3L— if ID <^/^•;^y— Kl^?tt;^;;U-C, IBIt 
lfP2 8 lc|B1g$-frS„ ^h\z.^ ;^7"5/:/S 1 1 1 ^^:4oV^T^ CPU2i(i, iS^ 
«Iia^^=fT-t-So *<i|c6<Jt;ifi. CPU2 1«:, ii^tlHJ2 9 3^l^b^:^1^-z■<5 t^l. 
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CPU2if±, ^^—mm^Mff-t^o Mri^m^'t. >'^4(?5 CPU 

15 V^5„ El 1 0<Dy'sTiy:^S 1 3 1 TZ/Mx^T'y^S l 3 5<z)^afi, ia7(^;3^v^y 

5^:7^3 1 3 3^c*5V^T. CPU 2 1 ji, ^Ai-^ 7 "fe >';^ < . Mtfi-'5 

ID ^^tJiitpo -^rbTs y :7'S 1 3 5 ^^:*5V^T. 
CPU2i{i. riD ^^N°;^l7- Ki: tile, Mff-TS ■fei/;^CQ7-r-fe::/ 

9 ^m^W^1^7f^\.X < 5 (0 1 1 (Dy>^Ty:fS 153) „ ^^T*. ^^-T 

t:/ h 1 o CPU2 1 (i, ;^X5/:7'S 1 3 6 tcjoV^T. 7-<ir>';^f— /<4;6=»b 
^<^^^^#>lriffcl^ii;!}PLfc'9-r5o ;^7^5/7"S 1 3 7 -e CPU 2 Itt, 
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y^^yZfS I 5 4) „ -erT^ ;^7^?/:/S 13 8 ^3::fcV^-C. ^94T>hl(D 
CPU2 1(i, 12:^^;^^— ^•^4d>b<^^>^^#^^#b. ;^X5'7'S13 9 

4 ;iS Hfji- 5 ^ ir i^;^ Jiff b-C V^ 5 „ 

^^IJ:^ ;^7^ 5/-7's 1 5 1 ^^::}oV^T. o CPU2 i f:t, ^ 

10 7^t:x h 1 ;6>e3(^Ti^-fe;^^^^t'5 <bs y^'r^y'S l 5 2{ZiS\,^X^ ^^-^T 
:^Ty':fS l 5 3 ^3:*5V^T. CPU2 i {i. "7 ^ •^i^:^<D'^W\mis^^^{m-t^ 

1 o<d;5^7^2/:7's 1 3 Tcom-mx-^ biZ^^HS ;^7^5/:7's i 5 4^^:*5V^T. 
7-(±l^p^-^—y<4(DCFV2 If*. * b3a*^^/c'Kffi^#^::m-t-^7^— ^5^^ 
^^b. :^-7" ^;/7°S 1 5 4{C:^oV^T. ^ "7 ^ Tl^ V t 1 \^mt-t^o ^ y ^ T 
20 Mf*. ±3Zl!bfcJ; 5 tc, ;?«.xy:/s 1 3 9<^)«l;aT'^{t byt^ffi^#^fflv>T. 

^^^(cjoV^Tf*. El 1 2 t^Tj^^ixS J: 5 t-. K=^-¥;^ h-r ^'iJ' y 7"v' 

3 V (Broadcast Encryption) :)j^(DmM\^^^'^^X ^ 7^^^^ ;^ ^ 7 ^ -fe 
<7)=¥— :OSfPS^nS («l#gB 2001-352321 „ ^— ti. PtJi5'y-« 

25 i^t^fl. :ftT^«^y— :7 (leaf) Oy^^-^-l' ^O^— l^^^&i-^^ 11112 
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Ki3:*J-fSUX=3!^— KO, Kl:6^ SWlU(D / - h'iznj^.\^X^-KO OTb^Kl 
It^. ^4^goy- K(^*f^&LT=3r— KO 0 07iM=3f^-K 1 1 ^tl'efh 
5 Mft-^tlX\^^^o ^UT. ftT®(^y — Ki: LTOy — 7 (v^/-^>r ;^ y — K) tzi^ 
KO 0 O 1 1 1 1 :dS, ^^-en*ri^^ttTV^5o 

P^Jitti^^ ^tLTV^6fc46. 'C^ilx.fi. :3r — KO 0 10 Oil (D±{40^ 

^—i-i, KOOl^^tL. ^ — KO 0 0 t^—KO 0 l(0±iiL<D^—n. KOO 

dr— KO Oil, KO O 1, KO O, KO, KR S:-^tf^-^>^<7)#^— "Cif S$ tv 
15 5„ 

:*:^ej<Dv':^-r i^^^*3V^Tfi. El 1 3 tb5 J: 5 t-x IH 1 2 

^nSo El 1 3 <^)^»JT-fix 8 + 2 4 + 3 2^0/ — K^iS^y U — #|iti $tt, /U^ 

24^ (^1 6^;^/) (D7^-^>':^^m.Mir^^t7i^X^^o $bt^:> :^t>TiH!l 
<^3 2^(D|5tMt-J:'9. 2032^ (m4:^:ff) (D^—^ (fc-5V>fii5'7-l'Ti^ 
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/U—hy—h^i^X'<Dy•<::^<D^/—h^^cM^i^^•t^^—^)^. DNK (Device Node 

Key) ^^^b. mTm(DV—y\^}iift>-t^iDi:)^v—yiDk^ti^o 

:^-^y-^±>'yts<D^—it^ 6 4 (= 8 + 2 4 + 3 2 ) ^C^§-y — K^C 

(O^—^m^^^xw^-^it^iris EKB 1 5 A*3j:t>*Igl 1 5 B^#BSbT^iilii- 

~^5'^c|B5zl^$tLTV^5DNK$^ffiV^T, ^^l^^T l^yf— t i: t> IdSfl^ ^ tt § E 
KB (m 1 5 A*3J:tJ«0 1 5 B) \H\Z'^m-^fLX\^^m.T5L(0±^(D^m(0^—^ 

^Wim^\±y- K=¥- 2 3 0 2 3iS|S:^$tL. :^T^fCj*, y -:7:ar- 2 3 0 3 305 

^-t^:0>fe^M^S (gl 1 3 0^J-T?(i. M=8) <^^^©y— Kd5;;{7-r rfy y 
— K2 3 0 4 .i: LTlS^^^xSo i-3fcfc)-ibMMg: g — K(^^><r ;i5<|#^;&v^=f 

25 TJ«y — $iL5o 

1 4(^^M^@<?3 1 o(Dy — K2 3 0 5 {ci(:i:^-r =i'y [^*y :7.=7-^ 
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$ M^/0^b^©5>T^4<^^^i^7':^7x=^'y y - K2 3 0 6 <t LTlS^i- 
5 ^::itt^X'^ Ei 1 4 ;J7x=i'y Cp« ^ y ;^7">f s/ ^5^] y—Kaso 

t^§-y-7';^7■7^=^'y LT> [f?^^ffl^] - K 2 3 0 6 ;65^^^ttT 

v^-5„ ■y->^;i?7^='y KT'feSI?:^1?ffl^(D/- K2 3 0 e^^JLTJ-x 

w±m-mm(D:fyT=rv iz'^^fi^=^mn^mmH^mm(D y - V 2 3 0 7:dS|g;^ 

10 $ bt3:^(DTi4tr. ^5|ISit^^tg##miS<35;i7 7^=^y t^-^*tt^ [PH 

S] /-K2308i:. m^m,m K2 3 0 9:^Stg^$i^TV^5„ 

;(7 7^ y y - K ^ A^^y - - c^^^i- 5 A^t^ X Y z ^ffl oH;^ y 

(EKB) tr^^Lxiamu. ii^.y — TOT^^X^-^-f ;^ bT<^;^^flJ 

a^^^c:*7^=i'y . fe5v^^^i^:/;^;7^=f y (DMi^y — K<h i^xn'^-t^m^t-t 
25 -S^^fcJ:!?, yijT=fV^s *>'S^^^t1^:/*7"=^'y i o<^)il^y — K^t'S 

05^^ (EKB) ^3figtc^fifebT. H^y- TOTt3:Mi-^x^-<i';^J-iBm^ 
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OCDT^/^-r^^ 0, 1, 2, 3 fly- K=3r—i LT*3icD^—K0 KO, KR 

m^ii^^Mn-t^:Lt^J:<y'y'^^ :^0. 1. 2, 3 (^;z^;6S^il(^=i ^-r >':y =¥- 
<^)^^;a5 nxtgr-feSo ^lf7t?Je3;x-7">'5/=3r— Kc o n^/- K^— KO 0 
10 r'Uf-^-fbU/cjitE n c (KOO, Kcon) :y h !7 — ^ ^iO^ UTfc S V^^± 

IB^iKflst::$g.^LT7='^-^-i';^ 0, i. 2, 3 (ciB^m-rttfi, y^^-^-Y ^ O , l, 2, 

Bf-^Enc (KOO, Kcon) ^M^^X ^l^^r c o n^'i%^ ^ ti)^ 

'^mtt^^o t£^^ Bnc (Ka, Kb) iiK b ^K a (c: J; oTBt-^-jb b/cT^ — 
15 Sr:^-|-o 

^fc, fc-5B#^ t iC*5V>T. T-V^-f^ 3 (DBff^i~'5iiK0 O 1 1 ,K 0 0 1 ,K 
0 0,KO,KIl;6S5Jc^# (-'^^y;{7— ) (J: J: 15 ^l?4Ff^:^^-CM^Ufc^ <b 755^^ b/c 

m-a-. v';^7"iN (t^^^m^o, 1, 2, 3<^^>^i— T') -eiii^m^^ 

20 fct^ti. y — K=ar— KG 0 1 ,K0 O.KO ,KR ^tV^Hilffc^'^iiK (t) 0 
0 1,K (t) 00, K (t) 0,K (t) RlClHffL. 'f^^^:^0, 1, 2\:l^(D 
3Eff'3{^-^^XL5^^i^^}aSfc5o rrT\ K (t) a a a?l, |iK a a a Olftft 
(Generation) t (OWWi^ — Xh^^ t <l:^i~o 

25 W^-fb:^— ::/n iviJ' (E KB : EnabUng Key Block) tm'£tl^:f ^ iy ^ 7^— 

mmi^xy'^^^ y^o, 1, 2\:-mmir^:Lticx<^xmn^fi^. ^^fe. ^^^t 
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^—•zfny^ (EKB) fi. m 1 2 t^^^naj: 5 Ttt^j^y -=it^^«^i-^^y 

5fcfc<DBt-i-fkdE^-lc:J:oT«fiK$n5„ ^$^{k=3r-::^ci (EKB) ^ 

— 5Eif:/n-/^ ( K R B : Key Renewal Block) ,h PffiHS :i .i: tj 5o 

5 m\ ^ K\Z.7fi-f^-^\\L^—-:fnv^ (EKB) fi, / — K=3r— (^Sif<^iei.^?fe 

10 ^ UTK (t) 00. K (t) 0. K (t) M^mm-Q-h'O. M 
— K=^r— tLTK (t) GDI, K (t) 00. K (t) 0. K (t) R;6S 

m 1 5 AcDEKBtCTjt^n^ J; 5 EKB(3:fi1i^(^Bt-^jb^— ;dS-^^n5o 
in 1 5 A<D^T©<7)llt-^'ft;^'-Ji. Enc (KOOlO, K (t) 001) Trfc 
15 5o rih.fiT^^-^'f;^ 205^0!) —7dr—K0 0 1 0l2:J:oTBf-§-<k$ti./cHffy 

— K=3r — K(t) 0 0 1T'$)"9. 7=V-<-l';^ 2(i, g #cDi^o ]) -7 — K 0 0 1 
Ot3:J;oTroiit-^<b=¥-S:«#L. jEff/-K=3r-K (t) 0 0l%#S^<b 
}6sx*#5„ m-i'Jj:J;!9#:feMff/-K=3s^-K (t) 0 0 i ^fflv>T. El i 

5 A(DT:d^b 2^i(DHt-^'fb=3r— E n c (K (t) 001, K (t) 00) ^6^:^ 
20 -§-RTtg^^i»3 > JEl^y— K^r-K (t) 0 0<S:#6r:i:;65T'#-5o 

eilTIlH^Sfe. 121 1 5 AO_bd^b 2ag(7?Bt-^'fk=¥— E n c (K (t) 0 0, K 
(t) 0) ^m-^-rsr ^rT\ Mff/-K^-K (t) 0:dS#fetL. r^=^.^v> 
T. EI 1 5 A(^±;&^b l^SOBf^jb^Sp— E n c (K (t) 0. K (t) R) 
^•^-t-5^<bT% Mif/l—b'^-K (t) R>55:^btb5„ 
25 — K^-KO 0 0fi55!lf-t-SM^f;:'^*tLT*5b-r. KO. 1 
JEffy — K^— LTle^^^?'^<^^*. K (t) 00. K (t) 0. K (t) R-T?fc 

5„ y-Ko, If*. T^^-^'f^y — K=¥— t^i-^^ttsy- K=35--Ko 0 0 ^ffiv^ 
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El 1 5 AO_b;5^b 3^gOBt-^>ft;^— E nc (KOOO, K (t) 00) ^ 
<bT-Mff/-K=ar-K (t) OO^mmVs UTimik. mi 5A(D± 
jO^b 2©:S ©fit#<b=3^>-E n c (K (t) 00. K (t) 0) ^m^-t^:LtX\ 
Mffy-K=¥-K (t) 0^#. m 1 5 A<Z)±75^b l^g(7)Bt-i-'fb^— E n c 
5 (K (t) 0, K (t) R) ^m-Wir^:itX\ ^m/^—V^-K (t) 

So :L(DX^\Zi.X. y^y<-(:^0, 1, 2 bfc^e— K (t) R^#Srt 

10 mi 2l,Z7j<-t^y])—m^ik(D±itL^(Dy—V^—K (t) 0,K (t) R(Z?|Eff 
365^§lT-fcl3^ y — K=ar— KO 0<^;?;t(^J5fftoa365jgl>ST'$5S^'a-t-fi> HI 1 5 
B<Z)W^'fb=¥--7'n 5/i5' (EKB) ^lr>ffiV^S vl ,!r T% M^y—K'^E^-K (t) 0 

mi 5 Bj^ij^i-EKB^j:, m:^i-£wm(Oi(^/u—y'\c^),^x^^-r^mrzfj:=i>- 

i-i//U-:7°f^Oy^x-<-r ^ 0. 1, 2. 3;d5$>;5|a^^^#:^fflV^T*5<9. if/c?^^* 
m(D=i>'y'>iy^—K (t) c o n;6Sifj.^X'*t)S <i:i-5o ::<^<1:^. 7=V^-r ^ 0 . 
1, 2, 3<^*3i(7)y~ K=3rw_K:o OilrSif bfdK ( t) 0 0^ffiV^Tiffc;^^* 
ii<^55if=i>'xV:y=3!-— K (t) c o n^Bt-^{bbfc7='— E n c (K ( t ) 0 
20 0, K (t) con) M 1 5 BiCTT^tl^ KKB t t hiZi^^ ^tL^„ :L(D 

i-^.e^^>. ■r^^'l';^0, 1, 2fiEKB^MSUT#fc=3e— K ( t) OO^ffl 
V^TBt#:S:Srm-i■•t■^^^^. t^^T*0 3:/7">'5''¥— K ( t) con^#5wi: 
25 y65pX^t;:;fe;5„ 

Ell etc, t^;^-e(D=i>^X>:y=3r— K (t) c o n ^#S^SMi: bT. K 
(t) 0 o^^v^Tfffcj^ji^3io=ii^x>':y^— K ( t) c o n >gr»t^-^{b U/c-r 
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— ^Enc (K (t) 00, K (t) con) M 1 5 B iZ-Tr^-^BKB t 

X^m^il^^ y±—i^y'—'^^=i:^y':^y^—K (t) c o n ^ LfcMT^fcio 

5 EKB<i:. g:9•;65feb^^Ci^)^&i^LTV^5 DNKl^i-^^tL^y- K^E^— KO 0 0 
^>^V>T^ ±j!!^\.itm^ tm^(D E KB fSlimKX^. y-Y^^-K (t) 0 0^ 

±mi-^o ^hkc. T'y<^:^on. m-^bfcMiry- K=¥-K (t) 0 0 ^^v^ 
Hif=:^7^:^:y^-K (t) con^^-^LT. m^'tn^mm-t^tii^iiz 

U^tii-fim-DV -y^—KO 0 0 OT'Bt-f-'fbbT^^ft-rSo 

10 mi 7 \^^^Mt^—^^ y-^ (EKB) (D-^ ^—-^ hm^TT^ir^ z-^— v'a:/ 
6 0 1fi. m^ih^—ytiy^ (EKB) (Dy^—iPB>'^7r^-tmWi'^Xh^o ti: 

TT^-tm^^^^o W^<t^=^— 5/^ (EKB) c^iB^5fe(DT=>^-r >^ 

15 (EKB) ^<Dy^'-'$'^6 0 6<D^m^7ri-i-^-( '^^X'h^. ^-i^^^l^^ 

6 0 4{±i5'^^fP6 0 7(DiiLm. m^^^ 6 0 5 ft^^ 6 0 8 O^ig^Tj^-f-TK 

20 -rso 

igi8-C{i, LT5fet-ia 1 5 AT'IJiB^bfc^^^b^->^n j/iJ' (EK 

25 B) ^i^^^-t-'5M^;^LTV^5o m 1 8 (Dr—-:f/i'\^7^-f- ^ 
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(Dy^—-$'Bnc (K (t) 0., K (t) R) fi, m 1 8 iZ.Tfi't^my V —\Z.7^-t 
0\CMf!^^-t^. ^(Dm(Dy'—^n. Enc (K (t) 00, K (t) 0) 

^Hi^ncm^^fi^o {& (L) ^y, :^ (r) tx^xmm^ti^o 

m 1 8(^X — ://K7)]t±^(D7^— i5^E n c (K (t) 0, K (t) R) tC^^^i" 
iiLm TO <DtE.T(Oi±m: POO \cny^—^7!)^h^(DX\ L^>/=0, 

*f;S:-r-Sx — iJ'E n c (Kxxx, Kyyy) t^^ y — fllitCO if r 
^tL-S^af- X — ^ E n c (Kxxx, Kyyy) • • • ¥Ml-Ht-^>fb $ ^fc 

- K • ^-T^' 2/ >^ ^ffi v^T. 

0:Enc (K (t) 0, K (t) R) 
OOrEnc (K (t) 00, K (t) 0) 
20 000:Enc (K((t) 000, K(t) 00) 

25 -^^tti:^o 

(Signature) 6 O 8 fi> W^{b=¥-yns/^ (EKB) ^flfr Ufc^?iJ^f^^t^ 
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-C^lts ¥^^»Etc:J;orjE^/ctW^{k:=3r-yD yiJ' (EKB) ^n^iimffl^ 

tzm^Mt^—^o^yi^ (EKB) T-fo6 ;n i ^iSM-r^c 

1 9 Jc:7!i^$tL;5 J: 5 i-^cC^o 

10 tl^o ^>7":/:yfi. =i ^^T^^-^y^^— Kc Hf-^-ik^tbTjo >5 (Enc (Kc, 

Content) ) ^ =^>y':yy^-Kci-±. /l^— h ^-KR(EKB 36^6)#bn-5=3e-T? 
feoT. lll5t;i*3»tS^-KEKBci-mi-5)T'Bt-^<t;^^X (Enc (KR, 
Kc) ) . EKBi:it>jc:, Bf-^'fb^tlfc^i tc#;|jP$ttTi5^ ^-f T^' M 

15 El 1 9 O^Jte:*5ft-5 EKB tzifi, ^J;tfi. |g| 2 O JJi^^ttS X o DNK T? 
m.%^^f^fV'-y^—Y^t^^-^^X\^^ (Enc (DNK, KR) ) „ tt^oT. 
7-fr:/Mfi. t'P!.y^-i?j3:-^^tb6 DNKSrflJffibT. EKB;{i^fe/U— 
h^— KR Sr#;5^li::0S-r-^^„ v'U- h KR ^IBv>T. Enc (KR, 

Kc) t^h^l^'T^^y^'-Y^z^'^^-f^Z.}ii^'Q^^ ^i^^v^i^^'^-Kc ^^V^ 

20 Enc (Kc, Content) t^^^l^'r^^'y^'^^'t^^hii^X:^^^ 

Z.(Oi.0\C. rJ'y'TT^'b 1 DNK ^iSSUt^lfiJt) ^TS^liJcJ; 19, 11112. 
Mt/t::0 1 5 Ki6^nm 1 5 B^#RgLTIft?^ bfcJgS»::t^oT. ^-T 
T>^Moyjj?-i^ (revoke) pjlgiei/^^. 
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V 5^ ^ f^j^fei" 5 r i: ;ds Bin J3: /.e 5 o 
5 5„ 

;45:|g0^Jc*3VNT«> HI 1 3 ^#RSbTlftMLrc<t 5 t-s ■^T^V y — ^ 

iB{tv';^xAJcS<5v>T. DNKlja^fiJiP ^Tbnxv^S. ^-^^ 1 ^jpjffi 

(i. ^J;tfi^ DNK2;dSfiji9 ^-CbtL/c, ^ ^ y s'iJ' CD V f^- 

15 ^x^tc^^i^Ti^y 2^mmirz:itt^x^ ^„ rom-a^x T^/^^r^Difi, 

So 5^y5:J^iDNK$rfJt) ^TS^#. ^JJlfiJ 19 bnTV^5 DNK ^giJI^-fS 
T^t^LT. x^-^-r;^tc 1^0 DNKfc{t^>^tf&$-^S J: 5 bfcm-^. r<Dj;p 
20 t{*T'^/.CV\ 

mi 3 ^^:*5^ts^ m:k.i-£, Tm(D3 2mM(D^^njf^(Di^i^\c^ m 

2 2K^^fi^7^'t:^:^:tiT=^]} 1 t74±>y^:iJT=^}} 2^P\y)^x^:Lt 
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=^]) 1 ^yf-^:^:^ ID ^5 1 TfcS n lyy^l^y I l^^T-^V 2 

^^4tJ:J;!9. ^^^S-^ff 9 ^tJi. 7=V T l^i?'"^'^? Ki-^ i 5 

^KT^ii-a-OiS^^l'T^/h 1 <^^^^g|^^:oV^T. 1112 3^#RgLTlli?g-t-'5o 
10 :^7"5/:7'S 1 6 1 J;!:*5V>T. ^-TT V h l (DC PU 2 l «iijt§j52 9 Sr^ilMi 

<^cpu2ifi, ^^T^yT'sie 5^^:ioV^T. 3ifigP2 9 t^:f^LTA;^$tbS•i^ 
— lf;^-T*-i$'^:^<Sr^fii-5 S l 6 6 ^^:^3V^T. iiif Ifii 2 9 ^iO*UT:^— if 

15 ^^-i'Ti^h KDCPU2 1^^, ;5^7^5':7'S 1 6 2{C*3V^X^ iift$P2 9 

■^^*'lf^OA;0^^Ki-^ v^^*:^$i^5o if^d^dr-:^'- K^^if^^f^-r 

§ri:^cJ: V). A;^§P2 6;&^b^-if;*:Ao^A1t#^i*:?^'lt^^o^-if1t^ 
^A^J-f-S i:. S 1 6 3 ^^:^oV^T^ y^T^^V l oc PU 2 l A;^$tLfc^ 
20 — if'lf^^. 3iftfP2 9 ^:^M,T7-i'-fe:/;5^if— /^'4 teii^m-f-'So 

^-i'-fe>':^if— ^^4 0C PU 2 1 ;^X5/:/S 16 7 ^C^V^T. 3ijt§P2 9 
^:fM.T:3.— ifif^^^ff-^^ i:^ :^7^-/-rs 1 6 8 lc*3v>T. 

4 t^f ij ^ T b ttfc: ;^ 7^ y O / — K£>^T<^ y — :7 5 , fcf ij ^ -c 
bttTV^/.ev^y — :7tr^ ^-f 7->' h i tcitiJt) ^t. ^<7)y — :7^>b7^-fe^>^if 

K=¥— . ^ ^-rr:/ M ^Tbttfcy -7<7)y — :7 ID. :57 7-rT:/M 
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^y^Tl^ V 1 (7)C PU2 1 Yi., ^xs/^S 1 6 4^C*5V^T^ JlftlfP 2 9 
x^-^-Y K'Sr-^lr'^tf br><.7^— -5? ^^tt^tS r t i)^X^^„ 

(certificates) iffis -^rt^tJ^li^^r^^ V^-C. 

20 (signature) ^^^^ =i :x7^ v>;/J;if^;!jp LT. a ^^t"^^:^ <D^IE$ 
(integrity) ^Sr^liE U , =t Vt" >- 5^ (O^WMit ^W^^^L biH^X^ 

z.(Dm^(D^M(omk^-^\f^x^ m 2 A<Dyu—^^—v^m^m\^xmm-t^o 

m 2 4(^^Sfi. ^-if:dS CD ^ii^bSi^ bfcx—iJ' ^151135 2 8l3ifBlt$^-5 

25 ib^lC, ;;<.7^5/ys 1 7 1 tC*JV>T. 7 -rrv h 1(7) CPU 2 1 iiftgB 
2 9 ^^UTA:^$;n.'S CD (Dn^v'—i^ ^mm-7^—<^ t UTSjIP J2stf„ ;^-7^ 
i/:/S 1 7 2^^:*3V^T. CPU 2 if±, >^-7"5/:/s l 7 l ©^ax-^i 9 i2s*;ixfc 
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--^--^kt. 3 t'ix h<D=i t--^S1t^ (CCD \\fyY(oy^)^ 

(Trigger) t i^i J: fll^ ^ tb, ^l^=r:yy (0^—9 (0^\z.m.^ih%^-(:\t^-^^ 
CPU2i{i. — ;=^7^ix:/s 1 7 3 tciit 

y:fs \ 1 A\ziS6\^Xs CPU2i{i, ^i^'T:yy\z.n^s\^x^^ 

10 iJ'— ^-^^^::-^*t^.TV^/c=« t°— WSlt^ (CCD hV^ (Trigger) 

^z.^ T.'ryzfS 17 5\z.myi'. CPU2i{i, :^'Ty:fS 17 A<Dm!MX^ 

15 "r-zzTSe 7) ^ 

;^7"5/:7'S 1 7 6T% CPU 2 Ifi, nf ■^{^^■^$15 2 4$^$lJ^^L. =iV7">':y 

;^v^y:7's 1 7 7 ^c*3V^T^ CPU2ifi, :7 T'I'/^:^;*-— r -/ h 

CPU2 1ft, s^-T^^'^y^^i— Xiyi5^^2 5 t::#^^Lx. ^^!j;tfi. ATRAC35^^ 
25 2 4te: j; 19 $ bteiBf-i-fb^HSc 
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1112 5tt. i^_h(D i 5 ^cbT. mmmm:i=^:^y'>y:i!)m0i^tLtz.iiKm^m^ 
6^^^:SL-CV^5o l^t•§-'^b$i^■rv^S = :/-r i^^y (E (At 3) ) d^btttb^ttfc 
^^ — '^—•^ — ^ (WM) ;dS. =il^y':^y(D^ {^y^) JcfE^^ ;^lTV^:5„ 

5 t)f^^7^^«fife^^LTV>So r(^)^?i|^^:*3V^T«. ^VT^^^^yiD (CID) . 7^ 
•fe:/;?<>ID (LID) , URL. ^JitJ^l^^ — t?—' ^ — ^ (WM) tr^tf--^/ ^jJ^fa 
^$;^^-CV^sm^ EKB, =1 =35-— Kc <^r/u— h =3^— KR T'Bt-^ih bfcT^— 

^ (Enc (KR, Kc) ) . Umm (Cert) . y^z.m-^^^^^fifzy'i;^^' ;v 
(Sig (Header) ) . = = i/:^ Kc "emp-^-fb bfcT*— 

10 (Enc (Kc, Content) ) . (Meta Data) *3 J; tJ^-v'— ^ (Mark)}^^ 

l>;i-— ^fi. ='^/7^>':yol^$P^^:S^t)iZ.*tLTV^5 HI 
2 5 <t HI 2 6 JJiTjK^ttS J: 5 t-, a^'T'i/^^c^F^^irttlgiJtc, y iJ^'p^ ^ciB®-f- 
— ^Jcov^TJi. 1113 2^#MbT^ai-rs„ 
20 mn. <ikmm^-^:^^\^-iin ^mum (CA : certificate Authority) t^^'iiir 

25 IDs ^>°;^!7— K^^7>r -fe>';^l?—^-^ 4 tc:fi#tb^ft^a^fT 5 J; oT. 
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(D^m. umm(D:n^)]mm. u.mmnm^(o id (y- k id %ti\-±^)'-y id) . 

^ 5,-fe^i;fjc{i, LT<^7-r-fe>';^i^— ^•<4 t^iJ: ^)f^fife^ttfc7^■^^^5'y^ 

^jiffl bT^^$^yt/^5/ v-oL^itiiiS^v^T. 7>('-fe:/;^-9-w^4 05gj^ii^^ 

10 ■ kid ^fc«y -:7 ID -e^iix-fi. 0 1 20^11 xv^-(';^oT'fc 

tiit ro 0 0 0 J t T'/^-f ;^ 1 •vi^hi•£ ro 0 0 1 j t x^^-f;^ 1 5 

TfctL^i ri 1 1 ij t^ti^o :i(DJ:^fj:ID izm-:5\,^X. ^(Dv'^'^'^P^ 

SDMI (Secure Digital Music Initiative) ^^l^iii^tl-S^^-g-Jll^SV^T tsx = 

25 SDMI (Secure Digital Music Initiative) t \^X (DBf^<D 

(Portable Device) ^{c, 5/ iJ' T iJ^ b Ufc I? -TS r j^S pifg i: 
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h PD) \z.n\^X^l^y'l^y^^=^^y^Tt7 Yir^^-^O^^Wi^^^^ 

mm^. :^'ry^S 1 9 i ^^joV^T. CPU2 i =1:^7- :yy[^f-J^ jx^m 
tbfc4i'a'^ ;^-7^y:^S 1 9 2\z.m^. CPU2 ifi, lE^^^^ttWL. ^lEM 

10 -rso E12 7^#flgLTm0>^bfcj: 'fi>d';vm^\-t^ mum (^-r-t:/^ 

ffiv^T^•^i-sr ,b;d5T'^5„ CPU2ifi, 5/-fe— i^^fls 

Jc^bT^N5/i/^K#:^jiffi bT^^5/•iX^'^i£^^t#-t-5o ^LTCPU2 1ft. 
^ 5/ v-^^i , T^v'iJ' /UW^ UT# b tT.fc-'> .i: ^itm, 

^^IT. J^'ryZ^S 1 9 3t^*5V>T. CPU 2 1 fi, IEI«»;ei5^m$;jxXV>/^ 
V^d^??:0^$rJi^iJ^ L. efi:i[^tLTV^:^^V^,^^|^J^$tI.f^m'^, :/S 1 9 4 tcit 

^> EKB Tf^liEi-S^S^^fT-t-So ro^iiE*n;S?*> iEM»f-^^ 

20 7ID (1112 7) tc^-^V^T. EKB ^f:i<if6r i;7i5T*#S;{i>^;0=»^P'< 

Sri^JJlJ; t)=ff:btb5„ r(D^^|E^^:oV^T. HI 3 0 121 3 1 Sr#Rg UTlJi§g-rS„ 

v^^, Ig|3 0 (c^^tbS J; 5 t-x m^\-t^ :7=ar— Ki 0 0 i^Wi-^y^^^ 

25 ^tt-5o r<^EKBft. ^3 0fil*5Jt'57^''^>r;^ riooij ^y^— ^-fsfc 
J?)J^:> =3r— KR.Kl.Kl 0,K1 0 O^Mff-rS EKB ,^/j;oXV^;5„ 
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V :^ riooij &.^(D±X(DV-yi'i. '^m^^ti/i^-h^- 

K (t) RSr^#i-5r ^;5Sx*#5o -t^J^ioh. / — V^—KO (DTm^^^J:^ 

m-^^t^—Bnc (KO, K (t) R) ^—K0\zX<>xm^ir:5::itX\ 35 
5 W^—V'^-K (t) R^m#-r6^ <h;dSx*^:5o 

Kl l£AT<^y — 7fi. 3E^^tLTV^;feV^y — K^—K 1 1 ^Srfflv^ 
Enc (Kl 1, K (t) 1) ^ y ~ h'^ — Kl X -dX^-^-T ^ ^ tX\ 
Mffy— K^— K (t) 1 Srl&#-t--5^<!r;6S-e#S„ ^i^iz, Enc (K ( t ) 1, 
K (t) R) K=¥— K (t) 1 tJ:J;oTm-§-t-5r ^T?. JEif/i — V'^— 

10 K (t) R^m%-r^::Ltib^'^mtti:^o y — K^-K 1 0 1 (DTiiy -7tco 

v>T%. 1^^131 jEffyi^- h^-K (t) R^w^-r^^ti^-^mxh^o 

^ib\^-, P ^-tJ' $tbTv>j^j;v>iJ— Kl 0 0 o^Wi-Sx^^-r;^ rio 

0 0 J S y — :7dr— K 10 0 O^Enc (KIOOO, K (t) 10 

0) ^^-^-LT. /—h^^—K (t) 1 0 O^mW-r^^tt^Xt. ^Itt^ffiV^ 
15 T^^J::. ±<fir<^y — K=¥-^JilMlSfe«-^U Htf/^-h^-K (t) RSrSl^-r 

^;jxjj:>^bT. y ^nfcT^v^-r^ riooij fi, iat^p— 7(7)im 

±<^)Hify'- K=^— K (t) lOO^Ir. :E^KB^mKX^W^XttS:\,^(DX\ 

mm^i-—h^—K (t) R^ii#i-5r ^:ei5-c*#jfevv 
25 ti^t^^t^^^'^-r^^mxh^o 

El 3 0 y —7 r 1 0 0 1 J (DID (y — :7 id) x-fe^ r i o o i j 
rij roj roj ^ i i (DAify h ki.xmm\^. m±ii\fiy h-d^hm^. 
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ID riooij <Dm±i^L\i^^y h:d^lX'h^^^h. M 3 O (D/U— h ^—KR Tb^h 
5 :^mi^mt^o 'E.-EB(Dmm<D^ ^ i^^OCO^'V) O : {0, 0} -efct>> 

<S>^^^:^ K'^— K 1 <^T^&<D/— KJCjitfo ID Fi o 0 l j (D 2S@©if 

^ -^Yi.^ ^^■2<D^ ^X^^^ Z.(D^^\i.^ \\C7fi-^^:^^0\^. 2: {0, 

$ b ic^ ID r 1 0 o 1 J <o 3 # a <D f -/ h n 0 -xrfe \ fe^iiltciitpo - <^ 

15 Kl 0©T&<Z)x-^5'O^^^:^i-i?^ (#•§-3©^$'^) 3 : {O, 

ID ri 0 0 ij o^T&tfy hf*iT?fc«:). ^{MtciiitPo ^%a(o 

20 -^^^-r^^f*. #-^5 (DiS'^'T-feS^ r(Di?^fi, 5 : {O, 1} T'feSo 
IJ \^\'tfz.l£'0-^nfi:\^^}i\7Lfi:^ , ID FiooiJ (^-t^'/^-T ;^ fi, EKBt^iJ: 

25 ^liixici^fbT. -^jxLfi. y — >'=^— K 1 0 0 o^^i-Sx^^-Y;^ ID fi. ri 

OOOJ T*fo«9> -hoTgLfcm-a^irl^^tc, EKB (^(Z^iJ' ^ ^cS-^< EKB jli^^ 
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m^no / — K ri 0 0 oj \zfz^y)m< ^tt^x-^^o tJ^ox. id ri 
m2 9Km^x. CPU 2 1ft, y^Tyz^s 1 9 4:(D^m^m\zm^^, mm 

■t^j:t>ib. HI 2 7 tCTj^^tLS J: 5 tc, |iE0^»l3:{i. mmWmm^ {^^^T-i^-y 

(Sig (Header) ) tmU^fl^o 'r^j:t>h. r ©<2j^|i^^V>T> y^i^^/U 
10 m^Sig (Header) ^^-^ UT# e>tLfc7="— iJ' U^yZy^^m t. El 2 6 

Header Id-^^ 5/ v-^-M^^iiffl bTm^$^^fc:/^?/i/^#:<^ ^itm^t^ 
^tX\ ife:bTV^;^^f^, Header :iSQ{cm$tl.■rv^;^j^V^r i: ^a^-TS r 

i:^5T'#6o ^;Jxt'5tbT. [^#;eiS— ifc b^tettiTtf^, Header {l^ft$tl.TV^:5 

15 :^v'5/:/S 1 9 7t::*3V>T, CPU2 1 fi. Header ;$SQfe:i[$tT.-C V^ 5 

^^^lEi-So ;^7^5/>^s 1 9 9 ^^:*3V^T^ CPU2i{i, ^ nr^^ —^—^ <r>^ 

mx^^^^\z.\-i^ :^'ry:fS 2 0 0\^m^. CPU 21 ft. ^^z^y^T^V^ 
20 ^fri-^o -r^J^^-hs '^z^y^T^ h^(D^ y^T^' h lKnLX=iiy7'>'y^ 

x>y>^s 1 9 3^^4Bv^T. mmm7!)^^WL^tix\,^^ tm^^ntim^. 7.=rvzr 

S 1 9 5^^:*3V^T. li£W#^EKBT-^iEi-5:i<i::65-x?#/j;d^o^^4?J^$ti.fc 

t^/XV^^ i:fiJ^$tL/cm-a>. ^/cfi. ^v"s/7°S 1 9 9 lc:*5V^T. — ^5^— =?- 
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5 lE^^U.-t^^tt^'^mtti:^. . ^lEtJ:^l^'rl^y(OmM^nm•t 

1112 etc^^^^s J; 5 t-s ^^•r^'^'tci-v-^^&sftJp^ttSo 
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;^-7^^>:7"s 2 2 1 tcfcv^T. CPU2 1{i, Xt)'^^ Qt^h<D=^—^ 

15 i-5o 

;^7^iy:/S 2 2 2^3::^oV^T. CPU2 1{i, ^^.^-tf e> OA;^g|5 2 6 LT 

OA;'] ^^19 iZi^^ ^(DXti LT ^ -r -fe i/;^ /■< 4 UT 7 -fe >';^ 

(la 3 40x^7^y:rs 2 4 2) „ ^r-e, ;^xs/:7's 2 2 3 tJ:*JV^T. ^"f^T 
h 1 CPU2 1 fi, ir>';^f— ^^4:a^t3<D^#<^JS^^Stt^S :i 
;Jx^m;'3$B2 7Kmti\^. ^^^-^So 

CPU2lfi, ;^7^ 5/:/S 2 2 4 tc:*5V^T. XtiU2 6t^h(OXti\^^^^t^X^ 
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-t-^^t3-t,m^1t:7^>/^fS^bfc-^-iJ'^i||jtLT< ^ (1113 4(7);^7^>;/:/ 
5 S 2 44) o -t^lT?. ;^X5':/S 2 2 6 ^^:*5V^T^ 7^T^^ h 1 O CPU2 1 
tt, ^-firi/;^-!?— /^4;6*b<7)-^— ;Sr^ttl|iS iTx s/:/S 2 2 7 ^;l*3V^T> 

10 ^rir^d/^^c r<Dt#. CPU2 1fi, ;^ y±-V'ifi-^m^M^^t\z. 

fi:^(OX\ "Ti^^/vm^ (02 6) tjMifU. fBII^^<$:tc:ia^-r5„ 

fLX\^^f^\^^t^m^fhtim'^. ^'^"S 2 2 8 tCiS^, CPU2 1fis $i73^$ 

^fc^t^ffi T ^ b V ^ r i: ^ 7 ^ -tr i^-— 4 jeiii^i" 5 „ 
15 ;i<D J; 9 ^^^J^ M o^a(z:>tJSbT, ^'f -fevj^f— /^4Ji, EI 3 4 

i-^.e:b'fe)s :i:|)!JJ-> y^S 2 4 KCjoVNT. 7 ^ i^^^i^^ 4 CPU 

2 1fi. l;^l^b7-1'-fei/:^^V^^^5^D^3^^;6S5|i^t$ttT< Si: (HI 

3 3 co;^-r ^/rT's 2 2 2) , r.tb?r^Jt^t) s ^yTT's 2 4 2 j;:*5V>t. *f 
20 ^i: ^;^^TV^5 7'<-&^^;^<^MV^®^l9^^:^^^M^^>!^^^^iB1tgi5 2 8 ;5:>e)gn^{±i 

^^i-Cs :^Tiy':fS 2 A3\Z^\,^X^ ^-firi^J^i^-— /^4 CPU 2 1 
25 7-rT:^h l}ei^^>T*ii^^§:{tbfc;&^??>0=>^J|^J^L. TWim^^^mx^tLtn 

^bfc:^-^, ;^-X5/>^S 2 4 4 tCat^. <b $ 7 -fe VNj^i 19 
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iS^^-rrvb 10|Blit$P2 8l^:jav>T. ^^^-fS = ^/^i'trfB^t^ 
fi?> (ms 3(D:^Ty:^s 2 2 7) „ 

10 — Toy— :7 ID. MW^t^^i/ (Own) . MtM^:y-7 ID <^M^*i:7^>/^, 
7 -fe 1?— 4 (^IK^H S \^m-^^^X^^^tlfcy^Z>^jU^^ Sigs 
(LeaflD.Own) (::i!9s "^-^ tbTV^So 

^//l^-^f^^^r^^j;$;i^5„ ii^. t'^-^H, '(BAi^M^ 

25 <b365wrtg^'^i5o 
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;^Jc:S<5V>T> = 3 JCT^ -fe^^ ;^7^5/:/S 2 6 3 fZIjSV^T^ 

15 ^til, 0 3 7<D:7a— h^#:fi^bT^ HI 3 6 OiJ^ 7 T M ©ffiEl^ft 
;^7^iy:/s 2 7 1 ^^:*3V^■c. = ^'-r 3 CPU2 i 

20 X. ^(Dmm^^mm.U2 s\z.^m-t^o 

1113 8Je:^$ns^?ijT-fi. ^/i^— :7"i <^iiEBJ#^r LT> liE?g»C l l 7!fSC l 
25 4}6Sl&«i^tt-CV>5o rtbb<^iE?^l=C 1 iTIfSC 1 4J::«. >^j^;-r5^0BiiK 
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^^DJ-. ;^7^5':rs 2 8 1 ^^:*3V^T^ 3 <^ CPU2 i fi, IB 

>;/:7°s 2 8 2 {^:^oV^T, =i i/-7" v^yf— ^< 3 o CPU2 i fi, >^7"5/>^s 
2 8 1 ©^^iE^S<D3i5tms ^^i: ^;h.fcra#<lr^«^-t-So ^LT> ;^7^5/>^S 
15 2 8 3^^:4oV^•r^ CPU 2 in. ;^7"iy:7"S 2 8 2 0«!;ai?^*^^ttfc^i^|§<D 
IE0^»<D#<k^MliT'3:/7"^-:y|i^Bt-^<bi-S. P^y^^y^S 2 8 4^;::|oV^T. 
CPU2if±, M^t^fi^ii!^/i---:f(D^mm^. ;^7">jy:7'S 2 8 30^ST*Bt 

13 3 8tC:^^:jx5^7U— :7°1<75 9"^> -^ij^f^. mmmci At^ V yi^— ^ ^thX 
20 V^-5<ti-5 <i:. ^^^T^ryT'S 2 8 3<^>^aT^ «3Jx.f^^ I1I4 0 J; 5 ^^sf 

liKpiK 1 2<D>22f^#Kpm ^ fcH|iE8^#C 1 3 (D<^M^Kpi3 j; !9 . 
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^yZfS 2 9 HZ^\f^Xs 7-l'T>' h 1 © CPU2 1 tt, =J ^^7^ 

5 Rt-^<t$nTV^-S (1214 0) „ 

^rT% :^'ry:fs 2 9 2 ^^:*5V^T. CPU 2 i ;^-7"^/:rs 2 9 1 <d^S 

\s\m(Dfii]!mits mmwc 1 2, ci si^ini^^-r^mm^^^^^x-hn^th^, v 

Kc ^m-§-rSii::i5T'^-fs t*eoT. > Kc i^ffi V^■r =^ 

i^^no ^b\z.\^fnt^^ {y^-^i^:^) Kli^ \^x ^ \f :y -if ^ 

20 t>pItgT*fe5„ 

JBAJkDJ: 5 (JlUT. iRFSiJ/.e:^^y^— rT'^-J^. m^-f-S ICV (Integrity Check 
Value) ^fflv^■f l::^yu~>^<b>a5Blfgi:;^^;5„ r(75i//^-:^|bfi. /h^m^^yu 
— ^ t - ii ^ i" ^ <Z) t - IR) V ^ -C V ^ 5 „ 

SDMI T'^a?) btL/c/i^— /^^::^-^v^x^Tt?;^L5„ 
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^tC, 1214 2 1114 3(^7 u—^^- h^#R^bT. :l(0 ta^ v ^ T V 

i/;5?.(7)^^-/^T!> MhII^N 1 ^^J^^^So ::L(0^:^y^rt7Y^m-t. ill 8 
^\z., :^7"5/:7'S 3 0 2 j;:*5V>-c. CPU2i(*, ^/^i^Ti^ b*f^(^7^ 
10 M^o 

^UT, ;^7^5'>^S 3 0 3 ^^:*3V^T> CPU 2 1 fi, ;^X5'>^S 3 0 1 (^^S 

tl./c:^-^> 7^X5/:/S 3 0 4t^ji^. CPU2 1«. +S^{aiJ<7)^g (^oi^yi^^r 

20 ;^xs/7'S 3 0 5 ^C*3V^T. CPU2 1(i, 5/:/S 3 0 1 (^AQja-^ 

i-^o x^-z-T'S 3 0 6 ^^:*3V^T. CPU2i{i. ^^-fe y-fe— v?tc£ 
-iSl/^-C. ICV^il^#-rSc ClOICVJCoV^Tfi. HI 4 7 75MI11 5 1 LT 

25 JSJ^J;:^ X-x5/:/S 3 0 7^z::^3V^T^ CPU2 1tt. '^=^y^r^V-^^(Oy^ 
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— ^■^^o ;^x>y:7"s 3 0 8 ^^*5v^T. CPU2i(i, ^7"5/:/S3 0 

;^7^iy^S 3 0 3 t^:joV^T. y '!? T ^ hlsII^N 1 v^T^ h [H 

iiil^fftt^^?/iJ'T^> ^:^s^T^tLTv^5<^)l?> z.Mj.^'^zcy^r'f h^=fTP 
^fri-^o ^(o^^. 'f-z^v^T^ V^m\-xW^^^fii\^^h\cfii^^ 

tOiC. 1114 3 <7)713— 5^^— h^#8S, bT, 1114 2(7)^31 s/^TlJ' h^lS J:: ct 

(i. ;j<>'r- ry:^S 3 0 4 tciJV^T. ti^^lOo^ T^^ h tc: J: tJ s ^•^■fe>';^ID 

15 ;^xs/>^S 3 2 2^^:*5V^T^ CPU2if^, ^^m(0^ y-iT^^y 

tim^. rti.SrS:ff-rSo -r^j:^*>x ^O^-Tir^^P^s ICV. EKB *5 J; D«|Eig 
mi-is 1114 2(^;^-7^5/:;^s 3 0 7 <D^lli:mX'^^m(DmfB:t^^mm^i^^t•h(D•Vh 

20 ;^-7" 5/ 3 2 3 ^C*JV^T^ CPU2 1fi, 7^ 5/ 7" S 3 2 2 0^a"CS^t L 
fc^-r-fev;^. ICV. EKB*3J:t;f|E^»>Sr, ISIt^ 2 8 t3:|5lt ^-^^o 

25 -f-J^ji^*?. %C^\Cs :^7^5/:rs 3 4 ilc*3VN-r^ ^^t:/ M (D CPU2 1 
fi. TJ: 19 A;^?^2 6 ^iO- b-CS;fc}65fg^$tLfc3 v-r i^^yo ICV ^S^^ 
-rSo ^bX. s/y^S 3 4 2^^:*3V^T. CPU2 1fl, |BltlfP2 8 tClBlt^ 
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ilkK. ;^x5/:7"s 3 4 3 ic*5V^Ts CPU2i(i. y:^s 3 4: KDis^mK 

10 4 5t^ii^. CPU2 1f^, ^S^IItTi-ao -t-?'^:b*>. ^1 0 ^ # , ^(D 

7 -Y ir V ^ T 3 ^'t" :y ^^^i- 5 ^ «t T' t ^£ V ^ r ic: S o 

l^y^(D^zx^ y ^ ^ l^^^n ^ ^ "7 T > hcD^St-oV^Ts 0 4 5 0:7 d— 
15 M^m^. ;^xy:/S 3 6 1 Jj::}3Vn-C. CPU2 1«. :j=B#{M<0^« (7>r-fe>' 

-i'^^^(^7'i'-fe>';=^oiD ^^#i-§„ ^{c, >^7"5/7's 3 6 2 {z*5v^^:> 
CPU 2 1 ti, ;^7"5/^s 3 6 1 T-^^$ti,/c^ai i^^^<D7-Y-fe>';^;65, 

20 ^(^Jj^lJ^fi, 1114 2 0;5<.7^S/>^S 3 0 8 <D^ST*lBlt^tLfc ICV. ^^r— ^ 

^K^y — ^'^^ . 7>r-fei^^rD, *3j;tjficv5&5, ^a.5/^T!> h y 7> hifijz: 

25 7-i'-fev;;^:6^ gr9-S 5/ T i> h Lfc t><D-cfe5 t ;^7" 5/ T^S 3 
6 3t3l*5V^T. CPU 2 1 (i, 5|=B^{RiJ(Dig«<D 7 -< ir . EKB jo J: t>*iEW*<^ 
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-fe-^;^. EKB*Jj;?>m0J»<C)SiJ|^^||ff-t-'5 (04 6(Z);^7^iy7'S 3 8 3) „ 
;:^7"5/:7'S 3 6 4 ^^:*3V^T. CPU2 1fi, — :^ y ^ T V \^fz.7 ^ 

5 1 %i fc ttxii' y h-r^o 

;^7"5':/s 3 6 5 ^^:*;v^T^ CPU 2 if*, *B^ftiJ<7)i^fijj:ft!i©7'i'i?>';^Sr 
■fev;^}65#^b>^ev^:^'a-^^:f:i, j/t's 3 6 6 t^iii;^, CPU2ifi. tB^-ffi!) 

^7"2/:7°S 3 6 2tc*5V^T, 5/ i?' ^^^^ i: $ tbTV^ 6 ^-Y ir >'^7JS^ g 
CPU2 1fi, P^y'y^S 3 6 7 icm^. ^7-^SiS:lltTi-<5o "f-^j^t^^c), r 

20 (om.t. ;^v"5/7's 3 6 1 c9^ST'^#^tLfc^'1'■fe•:/;^^;IS<5^^T^ll#^tLfc 
ICV <^)^a:;ds^^j: 5t><oi:/^§-e. >'-e# r tcf^ 6„ 

1114 6 fi, ia4 5(D:7ci— ^-r— hfc:;^^^'^ 7^-fei^:^<^f^j^ s/tJ'-f ^'^aa 

25 ;^5"ix:7"S 3 8 1 ^C^3V^T. ri' 7 ^ T h 1 © CPU 2 1 +a^ffl!l<©^g 

(ig4 5 (DT^n— V\^7r;-t^M^Mff-t^i^ y^Tiy V l) ley— :7^— 
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'^mn. ;^7^i/:7"s 3 6 1 t;i*5V>T. :z(D])—:7e^—tv4-^:y:^ ID 
;^7^5/y s 3 6 2 ^^:joV^T. -?^tL^^:£<3v^T, 5/^^ >'^^0 7^-fe>'>^© 

;^y"5/:/S 3 8 2 |::*5V^T. ^-Y T> h 1 © CPU2 1 (i, ^^#J<^)ilgd^ 
>!^X5/:7°S 3 6 3 (D^aT'^-^-fe^-^s EKBisxv-mm9<Dnm^^i^L 

T<So ^-T% r(^^3H:^^^tb/::^'^> j/r^^S 3 8 3 tdit;^, CPU 2 
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4. Further conmients: 

The constituent elements stated in claims 1-5 are not supported at all by 
the description, and the inventions of claims 1-5 cannot be xinderstood. 
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